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Abstract 

Law enforcement in the modern era has undergone a major transformation due to the development 

of digital technology, globalization, and changes in social values of society. This study aims to 

analyze these dynamics by reviewing aspects of legal transformation, challenges in 

implementation, and the relevance of social justice in the context of modern law. The research 

method used is a descriptive qualitative approach with literature studies on various legal literature, 

social psychology, and legal sociology. The results of the study show that the current legal system 

is adapting to digital reality, including the emergence of new legal fields such as cyber law and 

data protection law. However, on the other hand, law enforcement faces serious challenges in the 

form of access inequality, systemic bias, and limited capacity of legal institutions to keep pace 

with the acceleration of technology. This research emphasizes the importance of updating the legal 

paradigm that is humanistic and responsive to the times, so that the law remains an effective 

instrument of social justice. 
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Introduction 

The modern era is characterized by the acceleration of information technology, economic 

globalization, and rapid social change. In this context, law as a system of social norms must be 

able to adapt to remain relevant and effective. Law is no longer seen as merely a set of written 

rules, but as a dynamic mechanism that regulates human relationships in the digital and cross-

border social order (Friedman, 2002). Therefore, the study of the dynamics of law enforcement in 

the modern era is crucial to understand how the law responds to the challenges of the times. 

The development of information technology has changed almost every aspect of life, 

including the way people interact, work, and transact. This phenomenon gives birth to new forms 

of crime that were previously unknown, such as cybercrime, identity theft, and personal data 

breaches. This condition requires the legal system to adapt and expand the scope of its regulations 

in order to be able to protect the rights of individuals in cyberspace (Lessig, 2006). 

In addition to technological transformation, globalization also affects the national legal 

structure. Interactions between countries in trade, investment, and migration create new 

complexities in law enforcement. International law and national law are now intersecting, 

demanding harmonization that is often difficult to achieve due to differences in cultural systems 
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and values (Cotterrell, 2017). This raises a big question about how justice can be upheld in the 

midst of a plurality of global law. 

On the other hand, modern society has also undergone significant changes in social values. 

Justice is no longer measured only by equality before the law, but also by the extent to which the 

law is able to provide protection to vulnerable groups and minimize social inequality (Rawls, 

1971). Thus, modern law enforcement cannot be separated from its social mission: to create a 

balance between legal certainty and substantive justice. 

However, in practice, law enforcement in the modern era faces various paradoxes. While 

regulations are increasingly complex and sophisticated, their implementation is often lagging 

behind due to the weak capacity of legal institutions and low legal literacy of the community. This 

phenomenon creates a gap between ideal law and real law (Nonet & Selznick, 2001). 

In addition, the digital era poses new problems in terms of privacy, data security, and legal 

responsibility in cyberspace. As more and more human activities are carried out online, 

jurisdictional boundaries become blurred, and law enforcement agencies often struggle to 

determine the applicable legal authority (Balkin, 2020). Modern law must be able to break through 

these boundaries without losing its basic values. 

This dynamic shows that law in the modern era is not only a matter of regulation, but also 

a matter of mindset. The legal system must transform from a reactive approach to a proactive one, 

with social justice and humanity at the center of orientation. Without a paradigm shift, the law will 

lose legitimacy in the eyes of an increasingly critical and digital-savvy society. 

Therefore, this research focuses on three main aspects: (1) the transformation of law in the modern 

era, (2) the challenges of law enforcement in the digital world, and (3) the reorientation of social 

justice as the foundation of modern law. These three aspects are expected to be able to provide a 

comprehensive understanding of how the law can function effectively in the midst of the 

complexity of the contemporary world. 

 

Research Methods 

This research uses a descriptive qualitative approach, with the aim of describing in depth 

the phenomenon of transformation and legal challenges in the modern era. This approach was 

chosen because it is relevant to analyze legal concepts, values, and practices in complex and 

dynamic social contexts (Creswell, 2018). The focus of the research is directed at understanding 

the meaning behind the changes in the legal system and the behavior of modern legal societies. 

The data source consists of primary, secondary, and tertiary legal materials. Primary legal materials 

include national and international laws and regulations related to digital law, privacy, and data 

protection. Secondary legal materials are in the form of research results, books, and scientific 
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journals that discuss modern legal theory, legal sociology, and legal social psychology. Meanwhile, 

tertiary legal materials include legal dictionaries and legal encyclopedias. 

The data collection technique is carried out through library research, which is reviewing 

relevant literature to find patterns, trends, and approaches in modern law enforcement. In addition, 

the researcher also conducts conceptual observations on legal practices in the digital space, 

including analysis of court decisions related to cyber cases. 

To ensure the validity of the data, researchers apply triangulation of sources and methods, 

which is comparing information from various legal sources and disciplines (e.g. sociology, 

psychology, and information technology). Validity is also maintained through peer review of 

research concepts and findings so that the results have academic credibility. 

The final stage is data verification, which is the process of ensuring that the interpretation of the 

analysis results is consistent with the scientific principles and legal theories used. This verification 

is also carried out by reviewing the suitability between the concept of social justice in legal theory 

and its application in the modern world. 

 

Results and Discussion 

Legal Transformation in the Modern Era 

The changes in modern society require laws to adapt quickly to technological 

developments and social complexities. In the digital era, the law not only regulates relations 

between individuals and countries, but must also be able to answer the challenges of globalization, 

digitalization, and artificial intelligence (AI). This transformation process makes law an open and 

adaptive system to changes in social structure and information technology (Teubner, 1993). This 

can be seen from the emergence of various new regulations such as the Personal Data Protection 

Law (PDP Law) and cybersecurity policies  in various countries. 

Modern legal transformation also includes methodological aspects in the making and 

application of laws. If in the past the law was more prescriptive and formalistic, now it has 

developed into a more participatory and evidence-based system. An evidence-based lawmaking 

approach allows policymakers to understand the social and economic impacts before setting the 

rule of law. Thus, the legislative process emphasizes not only legal certainty, but also effectiveness 

and substantive justice (Posner, 2008). 

One of the most significant forms of transformation is the birth of digital law or cyber law. 

This field regulates electronic transactions, digital privacy, copyright on the internet, and legal 

responsibility for algorithms and AI. This change creates a new paradigm in the legal system, 

where cyberspace is treated as a separate jurisdiction that has unique characteristics and crosses 
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jurisdictional boundaries (Balkin, 2020). The law no longer only operates in the real world, but 

also in a virtual space colored by anonymity and globality. 

Legal transformation also requires a change in the role of the judiciary. Courts are now starting to 

adopt digital technology through e-court systems, virtual hearings, and the use of artificial 

intelligence in case management. These innovations on the one hand improve efficiency and 

transparency, but on the other hand raise ethical debates regarding the validity of algorithm-based 

decisions and the potential for systemic bias (Susskind, 2019). Therefore, modern law must 

maintain a balance between technological efficiency and human values. 

Overall, the transformation of law in the modern era reflects a shift from a closed legal 

paradigm towards adaptive and multidisciplinary law. The law cannot now stand alone, but must 

work together with other fields such as technology, economics, and social psychology to ensure 

that justice is accessible to all levels of society effectively and humanely. 

 

Law Enforcement Challenges in the Digital World 

Although the law has transformed, law enforcement in the digital world faces various 

serious challenges. One of the main challenges is jurisdictional ambiguity, which is the unclear 

jurisdictional boundaries in cyber cases involving perpetrators and victims in different countries. 

This leads to difficulties in determining which laws apply and how to enforce cross-border 

decisions (Goodman & Brenner, 2002). As a result, many digital crimes are not dealt with 

effectively. 

The second challenge is the limited capacity of law enforcement agencies to understand 

the complexity of technology. Law enforcement often lags behind digital criminals who utilize 

encryption technology, the dark web, and AI to hide tracks. This condition raises an urgent need 

for training and modernization of law enforcement agencies, in order to be able to deal with cyber 

threats professionally and adaptively (Wall, 2015). 

In addition to technical issues, digital law enforcement also faces ethical dilemmas related to 

individual privacy and freedom. Cyber surveillance efforts to prevent crime often clash with 

human rights, especially the right to privacy and freedom of expression. For example, the practice  

of mass surveillance by the government can cause public fear and reduce public trust in the rule of 

law (Zuboff, 2019). Therefore, the balance between security and freedom is a fundamental issue 

in digital law enforcement. 

Another challenge is the emergence of algorithmic bias —algorithmic tendencies in digital 

legal systems that reinforce social inequality. When legal decision-making relies on data-driven 

systems, the biases contained in historical data can result in systematic discrimination against 

certain groups. This phenomenon threatens the principle of substantive justice and raises a new 
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debate about the moral responsibility of legal institutions towards the technology used (O'Neil, 

2016). 

In addition to internal factors, external challenges in the form of low digital legal literacy 

among the community also exacerbate law enforcement problems. Many citizens do not 

understand the ethical and legal boundaries in the digital space, such as personal data breaches, 

the spread of hoaxes, or hate speech. Therefore, law enforcement efforts in the modern era must 

be accompanied by digital legal education to increase citizens' awareness and responsibility in 

cyberspace. 

 

Reorientation of Social Justice in the Modern Legal System 

Law in the modern era no longer only serves to create order, but also as a social instrument 

to achieve substantive justice. The principle of social justice as stated by Rawls (1971) emphasizes 

that the law must pay attention to the welfare of the weakest groups in society. In the modern 

context, this principle has become relevant again because socio-economic inequality has increased 

due to globalization and technology. 

The modern legal system is required to reorient from a rule-based approach to a value-

based approach, where the values of humanity, equality, and sustainability are the center of 

attention. This reorientation affects not only the substance of the law, but also the way the law is 

enforced. For example, a restorative approach in criminal law enforcement is now beginning to be 

applied to replace the retributive paradigm that focuses solely on punishment (Braithwaite, 2002). 

This approach emphasizes the restoration of social relationships and moral responsibility. 

In addition, social justice in the context of modern law must consider aspects of digital equity—

equal access to legal technology and information. Without equitable digital access, marginalized 

groups will be further left behind in obtaining legal protection. Therefore, legal digitalization must 

be accompanied by inclusive policies so that all citizens can access legal services equally (Castells, 

2010). 

This reorientation also demands a paradigm update for law enforcement. Law enforcers in 

the modern era are not only tasked with enforcing the rules, but also being facilitators of social 

justice. They must have social empathy, multidisciplinary understanding, and sensitivity to 

humanitarian issues. Thus, the law can function as a tool of emancipation, not just an instrument 

of power (Habermas, 1996). 

Finally, social justice in the modern era must place humans as the primary subjects of the 

law. Digital technologies, algorithms, and systems are just means, not ends. A just law is one that 

prioritizes human dignity, protects the rights of minorities, and ensures common prosperity in a 

changing society. 
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Conclusion 

Law enforcement in the modern era is a complex and multidimensional process. The law 

must be substantially transformed to be able to respond to the challenges of globalization, 

digitalization, and social change. This transformation includes regulatory reform, the judicial 

system, and a more humanistic and technology-adaptive perspective on justice. 

However, major challenges remain: the ambiguity of digital jurisdictions, algorithmic bias, and 

low public legal literacy are serious obstacles to the effectiveness of modern law. Therefore, cross-

sectoral collaboration between legal institutions, academia, and civil society is urgently needed to 

ensure that the law remains a protector for all citizens. 

Ultimately, modern law must be oriented towards social justice rooted in human values. 

The ideal law is not only one that enforces the rules, but one that is able to recover, empower, and 

protect every individual in the face of changing social and technological realities. 
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